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ABSTRACT 

This systematic review examines the evolving intersection of cybercrime and 

contractual liability, with a focus on legal precedents, evidentiary challenges, risk 

allocation mechanisms, and regulatory influences in the digital era. As cyberattacks 

increasingly disrupt contractual relationships across sectors, the need to understand 

how courts interpret such incidents within the framework of private law has become 

more urgent. Guided by the Preferred Reporting Items for Systematic Reviews and Meta-

Analyses (PRISMA) 2020 methodology, this study systematically reviewed and 

synthesized findings from 84 peer-reviewed articles published between 2000 and 2024. 

The review explores how judicial systems in common law and civil law jurisdictions assess 

liability in cyber-induced contractual breaches, interpret clauses related to data 

protection, and resolve disputes involving complex digital supply chains. It identifies key 

legal trends, including the growing enforceability of cybersecurity clauses, the nuanced 

treatment of force majeure and indemnity provisions, and the increasing reliance on 

digital forensic evidence and expert testimony in litigation. The review also highlights the 

role of regulatory frameworks such as the GDPR, CCPA, and HIPAA in shaping the 

content and enforcement of cybercontractual obligations. Further, the findings 

underscore critical challenges related to attribution, privity, and jurisdiction in multi-party 

and cross-border environments. Overall, this study contributes a comprehensive, legally 

grounded analysis of how contractual liability is being redefined in response to the 

complexities of cyber risk, offering insights for legal practitioners, policymakers, and 

organizations navigating digital contracts in an era of rising cyber threats. 
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INTRODUCTION 

Cybercrime, broadly defined, refers to criminal activities that involve computers, networks, or digital 

systems as either the tool, target, or place of the crime (Phillips et al., 2022). These acts can range 

from unauthorized access, data breaches, identity theft, phishing, to ransomware attacks, with far-

reaching implications across jurisdictions (Payne, 2020). The Council of Europe’s Convention on, also 

known as the Budapest Convention, provides a transnational legal framework that categorizes cyber 

offenses and promotes international cooperation in digital investigations. Contractual liability, by 

contrast, is a legal doctrine that arises from the failure to perform obligations defined in a legally 

binding agreement (Jahankhani et al., 2014). Traditionally grounded in civil law systems, this concept 

is now frequently intersecting with cyber threats, particularly in service level agreements, e-

commerce, and outsourcing arrangements. The convergence of cybercrime with contractual 

frameworks has introduced complexities in assigning blame, interpreting clauses related to force 

majeure or negligence, and enforcing obligations across borders (Viano, 2016). The increasing 

sophistication of cyberattacks has undermined traditional contractual norms and mechanisms of 

legal certainty. Contracts in 

the digital domain 

especially those involving 

cloud computing, cross-

border data transfer, and 

digital transactions are now 

subject to vulnerabilities 

that were previously 

unimaginable. High-profile 

breaches such as the 

Equifax incident and the 

Marriott data breach Oreku 

and Mtenzi (2017) have 

sparked disputes where 

customers, partners, and 

clients claim breach of 

contract due to failure in 

maintaining cybersecurity 

standards. Courts are 

increasingly tasked with 

interpreting clauses related 

to security obligations, 

liability disclaimers, and 

notification timelines. 

However, interpretations 

vary widely across 

jurisdictions, creating 

disparities in enforceability 

and redress.  The digital 

nature of evidence further 

complicates matters, as 

admissibility and integrity of 

logs, digital signatures, and timestamps are challenged under conventional procedural rules 

(Tsakalidis & Vergidis, 2017). These issues necessitate a refined legal understanding of how cyber 

incidents affect the enforceability of contracts and whether digital risk constitutes foreseeable harm. 

Judicial precedents play a central role in shaping the contours of cyber-related contractual liability. 

Courts in the United States, United Kingdom, and European Union have begun to address claims 

arising from cybersecurity lapses with growing frequency. For instance, in In re Target Corp.  

Customer Data Security Breach Litigation, the court emphasized that failure to implement 

reasonable data security measures constituted a breach of implied contractual obligations. Similarly, 

in Patco Construction Co. v. People's United Bank, the First Circuit held that inadequate multi-factor 

authentication amounted to a violation of Article 4A of the Uniform Commercial Code. In contrast, 

Figure 1: Interconnected Challenges and Innovations in the Evolving 

Digital Ecosystem 
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English courts in cases such as Okutan (2019) have been more conservative in recognizing collective 

redress for data violations. Legal systems differ in assigning liability between first-party and third-party 

actors, leading to legal uncertainty, especially when interpreting force majeure clauses or 

indemnification provisions in digitally-driven agreements. Such case law underscores the judicial 

balancing act between contract sanctity and emerging risks. In response to the uncertainty 

surrounding cyber liability, risk mitigation frameworks have emerged as critical tools for contractual 

resilience. Risk allocation mechanisms in contracts include limitation of liability clauses, cyber 

insurance provisions, cybersecurity benchmarks, and incident response obligations (Donalds & Osei-

Bryson, 2019). The National Institute of 

Standards and Technology’s (NIST) 

Cybersecurity offer benchmarks that are 

increasingly being referenced in 

contractual clauses to establish duty of 

care. Organizations also utilize third-party 

attestations like SOC 2 Type II reports to 

evidence control maturity. However, 

disparities exist in how such provisions are 

interpreted and enforced, especially when 

the underlying cyberattack involves a state 

actor, ransomware demand, or data 

exfiltration from a cloud-hosted 

environment. In multi-jurisdictional contracts, 

issues of conflict of laws and forum selection 

clauses further complicate risk transfer 

(Chawki et al., 2015). These complexities 

highlight the critical role of standardized 

frameworks in harmonizing liability 

expectations across diverse legal 

environments. A central legal challenge in 

cybercrime-induced contract disputes is the 

attribution of responsibility (Alawida et al., 

2022).  

Cyberattacks are often anonymized 

through techniques such as IP spoofing, VPN 

masking, and botnet deployment, making it 

difficult to attribute breaches to specific 

actors. In contractual contexts, this complicates determinations of negligence, causation, and 

foreseeability. Contractual obligations relating to cybersecurity such as maintaining firewalls, 

encrypting data, and reporting incidents require forensic evidence to determine compliance or 

breach. Courts struggle with apportioning liability when a breach occurs due to a third-party vendor's 

lapse, raising questions of privity, subcontracting duties, and flow-down obligations. Furthermore, 

attribution is deeply influenced by geopolitical dynamics, especially in cases involving state-

sponsored cyberattacks where sovereign immunity may be invoked. These attribution hurdles often 

result in drawn-out litigation or settlement negotiations, where contractual responsibilities were 

scrutinized post-merger with Verizon. The interplay between data protection regulations and 

contract law is increasingly relevant in resolving cybercrime-induced liability. The General Data 

Protection Regulation (GDPR) in the European Union mandates strict data handling obligations and 

imposes significant fines for non-compliance, regardless of whether a breach stems from negligence 

or criminal intrusion. These obligations are frequently embedded into data processing agreements 

(DPAs) and joint controller arrangements, making non-performance a contractual as well as 

regulatory breach. In the U.S., a patchwork of state laws such as the California Consumer Privacy 

Act (CCPA) and sectoral regulations (e.g., HIPAA, GLBA) introduce additional compliance layers, 

creating hybrid liability scenarios. International trade agreements, such as the USMCA and the EU-

Japan EPA, also contain provisions on digital trade and cybersecurity cooperation, indirectly shaping 

contractual enforcement standards. These regulatory overlays demand careful contract drafting 

and compliance strategies to mitigate cyber-related liabilities in a globally interconnected 

Figure 2: Legal and Liability Challenges in 

Cybercrime-Induced Contract Disputes 

https://jsdp-journal.org/index.php/jsdp/index
https://doi.org/10.63125/x3cd4413


Journal of Sustainable Development and Policy 

Volume 01, Issue 01 (2025) 

Page No:  01 – 24 

DOI: 10.63125/x3cd4413 

4 

 

environment (Yaacoub et al., 2022). Despite growing jurisprudence, institutional gaps persist in the 

enforcement of cyber-related contractual claims. Many jurisdictions lack specialized cyber courts or 

adjudicators trained in digital evidence, leading to inconsistent rulings and procedural inefficiencies 

(Ogu et al., 2019). Arbitration clauses are increasingly invoked as a means to resolve cyber-contract 

disputes confidentially and efficiently; however, enforcement of arbitral awards remains uneven due 

to differing domestic attitudes toward cyber evidence. Legal harmonization efforts, such as 

UNCITRAL’s model law on electronic commerce and international cybersecurity guidelines, aim to 

bridge enforcement gaps, yet face implementation challenges. Moreover, the reliance on self-

regulation and soft law, especially in the tech industry, has led to an overdependence on best-effort 

standards rather than enforceable obligations. As judicial systems grapple with the dual pressures of 

technological evolution and normative fragmentation, the role of contractual governance 

becomes increasingly central in allocating and managing cyber risks (Shafiq et al., 2022). This 

systemic complexity necessitates ongoing doctrinal clarity and judicial adaptability in interpreting 

cybercontractual obligations. 

LITERATURE REVIEW 

The intersection of cybercrime and contractual liability has garnered increasing academic and legal 

attention over the past two decades, driven by the digitalization of commerce and the parallel 

escalation in cyber threats (DeNardis & Musiani, 2016). This section presents a comprehensive 

synthesis of the scholarly discourse surrounding legal, technical, and procedural dimensions of 

cybercrime’s impact on contractual obligations (Jiménez & Oleson, 2022). Building upon 

interdisciplinary sources from law, information security, and governance, the literature review maps 

out the evolution of doctrinal, empirical, and normative studies that examine how courts, legislatures, 

and private actors have responded to the contractual fallout of cyber incidents. This section begins 

by charting the conceptual foundations of cybercrime and contractual liability within both common 

and civil law traditions, providing the jurisprudential basis for understanding subsequent legal 

interpretation. It then categorizes the scholarship into distinct thematic areas legal precedents, risk 

allocation, evidentiary challenges, regulatory frameworks, and dispute resolution mechanisms each 

analyzed in detail through sub-sections. By dissecting these strands, the review highlights not only key 

academic contributions but also gaps in literature, especially regarding attribution, cross-border 

enforcement, and the harmonization of liability standards. This enables a structured examination of 

how different systems have addressed or failed to address the legal repercussions of cyber incidents 

within contractual contexts (Eling et al., 2021). 

Cybercrime and Contractual Liability 

The recognition of cybercrime as a 

discrete category of criminal activity 

has evolved through the convergence 

of technological advancement and 

legal necessity. Initially treated under 

conventional crime categories such as 

fraud, trespass, or theft acts committed 

via digital means eventually 

demanded a reconceptualization due 

to their unique attributes: anonymity, 

transnational execution, and systemic 

impact.  Early legal responses were 

reactive, grounded in existing penal 

codes ill-equipped to address the 

complexity of computer-mediated 

offenses. Spearheaded by the Council 

of Europe, marked a pivotal moment, establishing a multinational legal architecture for defining and 

prosecuting cyber offenses (Gercke, 2012). This instrument laid the groundwork for distinguishing 

cyber-dependent crimes (e.g., hacking, malware deployment) from cyber-enabled crimes (e.g., 

online fraud), reinforcing the necessity for tailored legislation (Brodowski, 2022). Jurisprudence 

gradually adapted to this paradigm, with courts recognizing cybercrime's procedural and 

evidentiary uniqueness. The proliferation of internet usage and digital commerce further compelled 

national legislatures to codify offenses such as unauthorized access, denial-of-service attacks, and 

Figure 3: Overview of Cybercrime and Contractual 

Liability 
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digital impersonation. In common law systems, judicial creativity filled statutory gaps, while civil law 

jurisdictions relied more on codified criminal provisions tailored to information systems.  

Moreover, the internationalization of cyber threats led to policy coordination among entities such as 

INTERPOL, the UNODC, and the EU Commission. Through this convergence of legislative innovation, 

case law development, and institutional standard-setting, cybercrime has become entrenched as 

a specialized legal construct, distinct from traditional criminal law and central to understanding 

liability in digital contractual contexts. Contractual liability is traditionally rooted in the breach of 

obligations voluntarily undertaken between parties, emphasizing pacta sunt servanda (agreements 

must be kept). Classical contract theory, particularly within common law, posits that failure to fulfill 

express or implied terms results in damages designed to place the non-breaching party in the 

position they would have occupied had the contract been performed. In cyber-related contexts, 

this liability model is increasingly tested as digital performance obligations evolve in complexity and 

ambiguity. Theories such as economic analysis of law have been employed to assess cost allocation 

in cases of cybersecurity failure, viewing liability not just as a legal consequence, but a regulatory 

mechanism encouraging optimal preventive behavior. The incorporation of technology-specific 

duties into commercial contracts such as data protection, encryption standards, or breach 

notifications has expanded the scope of what constitutes "reasonable performance" (Gruodytė & 

Bilius, 2014). Courts and arbitrators now scrutinize the adequacy of digital safeguards and 

operational protocols as part of assessing breach and causation (Spencer, 2019). In civil law 

traditions, liability often hinges on the concept of faute (fault), but digital contexts complicate 

traditional fault-based analysis, especially when third-party actors or automated systems are 

involved (Jahan et al., 2022; Lipinsky et al., 

2019).  

Additionally, doctrines like strict liability, 

negligence, and vicarious liability are 

increasingly discussed in relation to cyber 

incidents, particularly when there is a 

deviation from industry standards or 

contractual representations. As such, the 

doctrinal foundation of contractual 

liability is undergoing reinterpretation to 

accommodate the realities of digitized 

commercial arrangements, where 

breaches may not stem from willful 

nonperformance but rather from 

insufficient digital risk management.  The 

treatment of contractual liability in the 

face of cyber incidents varies significantly 

between civil law and common law 

systems. In common law jurisdictions like 

the United States and the United Kingdom, 

liability is heavily shaped by judicial 

interpretation, the primacy of freedom to 

contract, and extensive use of exclusion 

and limitation clauses. Courts evaluate 

contractual terms in light of 

reasonableness and unconscionability, particularly where standard form contracts include 

cybersecurity disclaimers (Agrawal et al., 2022; Masud, 2022). Common law systems often prioritize 

the principle of caveat emptor (let the buyer beware), which, in the context of cyber-risk, places a 

premium on contractual clarity regarding duties, indemnities, and breach consequences. 

Conversely, civil law systems, such as those in Germany, France, and Japan, are more likely to impose 

mandatory obligations of good faith, diligence, and fairness, which influence the enforceability of 

liability limitations and the assessment of contractual fault. In civil law, judicial discretion in 

interpreting breach tends to be more restricted, guided by codified principles such as culpa in 

contrahendo (fault in contract formation) and strict adherence to statutory obligations (Emelianova, 

2021; Hossen & Atiqur, 2022). This leads to differing outcomes in similar cyber breach cases. For 

Figure 4: Key Legal Dimensions of Cybercrime and 

Contractual Liability 
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instance, a failure to encrypt customer data might be seen as a breach of statutory consumer 

protection in a civil law jurisdiction, while a common law court might examine whether the 

contractual language explicitly required encryption. The treatment of force majeure clauses also 

diverges: civil law courts may accept cyberattacks as a legitimate force majeure event, whereas 

common law courts often require strict satisfaction of unforeseeability and causation. These 

interpretive differences underscore the importance of jurisdictional awareness in drafting and 

litigating cyber-related contracts and explain the emergence of harmonization efforts, such as the 

UNIDROIT Principles and the CISG, which attempt to bridge these divides (Polański, 2017; Akter & 

Razzak, 2022).   

Cyberspace introduces fundamental challenges to established legal theories of agency and legal 

personality. In traditional contract law, agency principles permit a principal to be held liable for the 

acts of an agent acting within their authority. However, the proliferation of automated systems 

ranging from bots executing transactions to AI-driven services raises the question of how agency 

operates when human actors are not directly involved in contractual breaches. Legal systems 

struggle with attributing fault or intent to non-human agents, a problem compounded when cyber 

breaches result from software flaws, rogue automation, or AI misjudgment. Courts have generally 

required a human actor to bear legal responsibility, either as a programmer, deployer, or supervisor, 

but academic debate continues around extending a form of electronic personality or legal fiction 

to autonomous digital actors (Hanming & Xinping, 2019). The issue of accountability becomes even 

more intricate in decentralized environments, such as blockchain networks or distributed cloud 

services, where agency is fragmented and often obscured. In these systems, it becomes difficult to 

trace actionable failures to a single accountable entity, complicating breach analysis in contract 

law. Moreover, questions arise regarding whether duties of loyalty, care, and disclosure traditionally 

imposed on human agents are transferable or enforceable in digital architecture . This uncertainty 

has led many contracts to include robust representations and warranties concerning the conduct 

of digital agents, along with indemnity clauses that attempt to reassign liability (Kumar & Pant, 2022). 

As the line between actor and tool blurs in cyberspace, the jurisprudential foundation of agency law 

must contend with scenarios where accountability, intent, and breach are technologically diffused 

rather than personified (Block-Lieb & Janger, 2021). 

Judicial Recognition of Cybercrime in Contractual Disputes 

Judicial responses to cybercrime within contractual frameworks have varied significantly across 

jurisdictions, with case law playing a pivotal role in shaping evolving norms. In the United States, 

federal and state courts have adjudicated a number of landmark decisions interpreting the 

obligations of parties in light of cybersecurity breaches. For example, Qibria and Hossen (2023) and 

Lukings and Lashkari (2022), the court ruled that Target’s failure to maintain reasonable security 

measures allowed class action claims of breach of contract to proceed, highlighting judicial 

willingness to treat cybersecurity obligations as contractual terms, even when not expressly stated. 

Similarly, in Patco Construction Co. v. People’s United Bank (2012), the First Circuit held that the 

bank’s weak authentication protocols violated Article 4A of the Uniform Commercial Code, 

establishing that negligence in cybersecurity could constitute a breach of contractual duty. In the 

United Kingdom, the Lloyd v. Google LLC (2021) case underscored the courts' conservative stance 

toward collective redress mechanisms in data breach scenarios, even as it acknowledged the 

potential contractual implications of data misuse. In the European Union, jurisprudence is 

increasingly shaped by the General Data Protection Regulation (GDPR), as courts assess whether 

contractual processors or controllers met their data protection duties. The Deutsche Wohnen SE ruling 

by the Berlin Regional Court exemplified how failure to comply with data minimization principles 

could trigger both regulatory and contractual liability (Kleijssen & Perri, 2017; Hossen et al., 2023).  

In Commonwealth jurisdictions such as Australia and Canada, decisions like reveal a judicial 

inclination toward treating cybersecurity breaches as breaches of implied privacy or fiduciary duties 

under contract. Collectively, these cases illustrate the judiciary’s expanding recognition of cyber-

related harms as actionable within the boundaries of contractual obligations.  The judicial 

interpretation of contractual clauses relating to data security, service level agreements (SLAs), and 

indemnification has been instrumental in clarifying how courts view cybersecurity responsibilities. 

Courts have increasingly scrutinized whether express security obligations are sufficiently detailed, 

enforceable, and reasonable given the contractual context. In Ghimire (2020), the court examined 

whether a contractual indemnity provision covered costs arising from a third-party cyberattack, 
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ruling that indemnities must be explicitly drafted to encompass such scenarios. Judicial analysis tends 

to emphasize specificity in drafting generic security obligations are often deemed insufficient when 

breaches occur. Service level agreements in technology outsourcing and cloud computing 

arrangements are particularly vulnerable to cyber incidents, as they often involve critical 

performance metrics (e.g., uptime, data recovery) and delineate responsibilities for breach 

notification and rectification . In Alam et al. (2023), the court held that failure to maintain data 

confidentiality, as promised in the SLA, constituted a breach of contract, reinforcing the 

enforceability of privacy and security covenants in technology agreements.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Moreover, indemnification clauses are being tested in litigation where parties seek to recover losses 

due to non-compliance with contractual cybersecurity obligations. Courts have generally enforced 

such provisions when the underlying breach is foreseeable and when causation can be clearly 

established. Importantly, the enforceability of these clauses is often contingent on the governing law 

and public policy limitations. In the U.K., under the Unfair Contract Terms Act 1977, liability exclusion 

or limitation clauses are subjected to a reasonableness test, particularly in consumer contracts. 

Similarly, in EU jurisdictions, courts assess whether security-related clauses align with data protection 

duties under the GDPR, thus blurring the line between contractual and regulatory obligations (Neale 

et al., 2007; Rajesh et al., 2023). Consequently, judicial interpretation of these clauses reflects an 

ongoing negotiation between contract autonomy and legal standards of cyber diligence. Implied 

terms have served as a critical doctrinal mechanism for courts to introduce cybersecurity 

expectations into contracts that may lack explicit digital risk provisions. Judicial recognition of implied 

duties such as to act in good faith, provide reasonable care, or ensure data security has enabled 

the enforcement of cybersecurity standards even in the absence of direct stipulation. In Roksana, 

(2023) and Suzor et al. (2019), the court acknowledged that the insurer’s failure to implement 

appropriate cybersecurity controls could breach implied promises of data protection in its user 

agreements. U.S. courts have also applied the doctrine of implied warranties in consumer and 

business software contracts, holding that products must meet reasonable expectations for safety 

and reliability, including resistance to known vulnerabilities. The principle of reasonableness has 

emerged as a central standard for evaluating both performance and breach in cyber-related 

contracts. Courts assess whether parties exercised due care in implementing security measures, 

responding to incidents, and mitigating damages post-breach (Toes & Pisetsky, 2019; Tonmoy & 

Arifur, 2023). The PIPEDA (Personal Information Protection and Electronic Documents Act) litigation in 

Canada, for example, has routinely considered whether companies met "reasonable" security 

expectations based on prevailing industry standards (Tonoy & Khan, 2023; Zandbelt et al., 2013).  

In the U.K., courts have invoked the implied term of reasonable care and skill under the Supply of 

Goods and Services Act 1982 in cases involving IT service providers, applying it to failures in 

cybersecurity implementation. Civil law jurisdictions also incorporate reasonableness through 

general clauses in their codes, such as Germany's § 242 BGB (good faith) and France's obligation de 

Figure 5: Comparative Judicial Responses to Cybercrime in Contractual Contexts 
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sécurité. These provisions have allowed judges to interpret data protection and digital diligence 

duties contextually, balancing party expectations with evolving security norms (Ammar et al., 2024; 

Vie, 2020). Therefore, implied terms and the doctrine of reasonableness provide courts with 

adaptable tools to ensure that contracting parties do not evade responsibility for cybersecurity 

lapses through omission or ambiguity. The applicability of traditional contractual doctrines such as 

force majeure, frustration, and mistake has been increasingly tested in the wake of cyber incidents, 

particularly when such events disrupt performance or render it commercially impracticable. Force 

majeure clauses, typically invoked during unforeseeable and uncontrollable events, have been 

controversially applied to cyberattacks. In Hossain et al (2024), the court considered whether a 

ransomware attack constituted force majeure, ultimately ruling that cyberattacks may only qualify 

when the clause explicitly includes them or when the attack satisfies the stringent criteria of 

unforeseeability and impossibility. Courts have been reluctant to accept cyberattacks as force 

majeure events absent express contractual language, reflecting judicial skepticism regarding 

foreseeability in a landscape of growing digital risk (Petitta et al., 2017; Roksana et al., 2024).  

Similarly, the doctrine of frustration where unforeseen events radically alter the nature of contractual 

obligations has been cautiously applied to cyber-related cases. Courts generally demand a high 

threshold for frustration, and mere inconvenience or increased cost due to a cyberattack rarely 

suffices. In situations where a cyber breach renders performance impossible due to the destruction 

of digital infrastructure, courts still evaluate whether risk allocation in the contract anticipated such 

contingencies. The doctrine of mistake, typically invoked when a fundamental assumption 

underlying the contract is proven false, has been applied in limited cyber contexts for example, in 

mistaken data transfers or software defects that invalidate contract subject matter. Remedies for 

cyber-induced contractual breaches have also attracted judicial attention. Specific performance 

is rarely ordered, especially in technology contracts, due to the subjective nature of service 

fulfillment. Damages remain the predominant remedy, with courts increasingly recognizing 

consequential damages arising from loss of business, reputational harm, and regulatory penalties 

(Goldman & Weil, 2021; Zaman, 2024). However, quantifying such damages is fraught with difficulty, 

especially when intangible assets or customer trust are affected. Some courts have awarded 

nominal damages in the absence of proven economic harm, while others have endorsed liquidated 

damages clauses tailored to data breaches. These trends reveal the judiciary’s cautious adaptation 

of legacy doctrines and remedies to cyber-driven contractual disruptions. 

Proving Cyber-Induced Contract Breach 

Digital evidence has become a cornerstone in resolving contractual disputes involving cyber 

incidents, yet courts continue to grapple with questions surrounding its admissibility, authenticity, and 

integrity. Unlike physical evidence, digital artifacts such as server logs, email headers, metadata, and 

encrypted files can be altered, duplicated, or misrepresented without clear signs of tampering 

(Bhuiyan et al., 2025; Dambra et al., 2020). This presents a significant challenge for courts that rely on 

evidentiary rules developed for tangible records. The Federal Rules of Evidence in the United States 

and comparable standards in the UK and EU have undergone reforms to accommodate electronic 

records, but inconsistencies remain in how different courts assess their admissibility. To be admissible, 

digital evidence must meet criteria for relevance, authenticity, and non-prejudicial value. Courts 

emphasized the need for parties to establish a chain of authenticity for digital records, including 

documentation of how the data was collected, stored, and transmitted. Technical protocols such 

as hash verification, digital signatures, and secure timestamping are increasingly being used to 

demonstrate the originality and integrity of electronic files. However, such tools are not universally 

accepted, particularly in jurisdictions lacking formalized digital evidence frameworks. Furthermore, 

differences in jurisdictional standards can impact the recognition of digital evidence. For instance, 

some EU civil law systems rely on formal requirements for notarial records or judicial authorization for 

certain types of surveillance-derived evidence (Androjna et al., 2020; Ishtiaque, 2025). In contrast, 

U.S. courts are more flexible, often allowing circumstantial indicators of authenticity if corroborated 

by testimony or business practice records. As cyber breaches often implicate cross-border actors 

and servers, harmonizing admissibility standards remains a pressing concern. Courts are thus 
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compelled to not only evaluate 

digital artifacts under traditional 

evidentiary rules but also consider 

their technical and contextual 

reliability in a cybercontractual 

dispute (Atkins & Lawson, 2021; 

Khan, 2025).  

Attribution is one of the most 

contentious and technically 

demanding issues in cyber-

induced contractual litigation, 

particularly within complex digital 

ecosystems involving multiple 

parties, platforms, and service 

providers. In such settings, 

determining the origin and 

pathway of a breach and by 

extension, assigning contractual 

fault is inherently complicated by 

the diffuse nature of data handling 

and the opacity of cyberattacks 

(Girdhar et al., 2022; Siddiqui, 

2025). The problem is exacerbated 

in environments reliant on cloud 

computing, third-party APIs, and 

subcontracted data processors, 

where contractual privity may be 

indirect and liability diluted. Judicial systems have recognized the need for nuanced assessments in 

multi-party environments. Courts have shown a growing willingness to impose joint and several liability 

in cases where multiple actors contributed to a cyber failure, particularly when contractual 

documents lack clear demarcations of responsibility. In Sohel (2025), plaintiffs alleged that the failure 

of multiple security teams across organizational boundaries led to a breach, triggering contractual 

disputes over warranties, merger indemnities, and data control responsibilities. This illustrates how 

attribution often transcends technical diagnostics and enters the realm of contractual construction.  

Attribution is further complicated by techniques used by attackers such as IP spoofing, VPN masking, 

and the use of proxy servers which obscure the source of intrusion and frustrate efforts to determine 

negligent or culpable conduct(Falowo et al., 2024).  

Courts have occasionally employed burden-shifting frameworks, requiring defendants to disprove 

causation once plaintiffs have established prima facie vulnerability or failure to comply with security 

obligations. Yet this practice remains uneven, and the legal community continues to debate 

whether attribution should rest more heavily on forensic certainty or contractual interpretation 

(Trevizan et al., 2022). Ultimately, the attribution problem underscores a structural vulnerability in legal 

systems’ ability to assign fault within networked, collaborative data environments. The growing 

reliance on cyber forensics and expert testimony reflects the specialized nature of cyber breach 

analysis, which frequently extends beyond the technical comprehension of most judges and 

attorneys. Expert witnesses play a critical role in bridging this gap by offering authoritative opinions 

on system configurations, breach vectors, threat actor profiles, and the adequacy of security 

measures (Chandra & Snowe, 2020). Courts have increasingly accepted digital forensic experts to 

explain highly technical issues, particularly regarding malware behavior, access logs, data 

exfiltration patterns, and compliance with security protocols. Admissibility of expert testimony is 

typically governed by standards such as the Daubert test in the U.S., which requires scientific validity 

and relevance (Dimitrov & Syarova, 2019). In Zandbelt et al. (2013), expert witnesses played a pivotal 

role in establishing that the defendant failed to implement commercially reasonable cybersecurity 

measures, directly contributing to a successful enforcement action with contractual ramifications for 

third parties. In civil law jurisdictions, expert panels or judicially appointed experts may conduct 

technical investigations to support contractual claims, often guided by procedural codes. However, 

Figure 6: Key Evidentiary Components in Resolving Cyber-

Contractual Disputes 
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the probative value of expert analysis is often contingent upon the quality and preservation of 

underlying digital evidence. Experts must contend with incomplete or corrupted logs, encrypted 

communications, or system resets that erase vital traces (Paleri, 2022). The adversarial nature of 

litigation also introduces concerns of partisanship, as experts may be perceived as advocates for 

one party rather than neutral informants. Some courts have mandated joint expert reports or 

concurrent expert testimony ("hot-tubbing") to reduce bias and enhance clarity (Young & 

Goodman-Delahunty, 2021). Regardless of jurisdiction, the integration of expert cyber forensic 

testimony has become indispensable in determining contractual breach, standard of care, and 

causal inference in cyber-related litigation. Preservation and evidentiary continuity of digital records 

present persistent challenges in cyber-related contractual disputes. Spoliation the destruction or 

alteration of relevant evidence takes on heightened importance in digital environments where data 

can be deleted, overwritten, or concealed without clear audit trails (Hammel, 2022).  

Courts have recognized spoliation as grounds for evidentiary sanctions, including adverse inferences 

or dismissal of claims, particularly where digital evidence is central to breach determination. The 

court sanctioned the defendant for failing to preserve emails relevant to the dispute, underscoring 

the necessity for timely legal holds and robust preservation protocols in the digital age. The chain of 

custody documenting the control, transfer, and access of digital artifacts is critical in establishing 

evidentiary integrity. A broken chain undermines the credibility of evidence and can result in 

exclusion (Johnston & Sullivan, 2020). Unlike physical items, digital data lacks inherent identifiers and 

must be verified through hash functions, logs, and secure repositories to maintain authenticity. Courts 

often require affidavits from IT personnel or forensic experts to validate preservation processes and 

eliminate suspicion of tampering. In terms of evidentiary burden, plaintiffs in cyber-induced 

contractual cases typically bear the responsibility of demonstrating breach, causation, and 

damage. However, this burden may shift where defendants control critical infrastructure or possess 

exclusive knowledge of system failures. Some jurisdictions have introduced rebuttable presumptions 

in data breach cases, facilitating relief for plaintiffs who can show prima facie security inadequacy. 

This trend is mirrored in regulatory enforcement where administrative findings influence contractual 

liability. Overall, evidentiary burdens, spoliation risks, and chain of custody concerns collectively 

shape the litigation landscape in cybercontractual disputes, compelling parties to adopt meticulous 

evidence management practices from the outset.  

Risk Allocation Mechanisms and Contract Drafting Practices 

Standard contractual clauses (SCCs) have become a key legal instrument in delineating obligations 

and liabilities related to cybersecurity and data protection. These clauses, often embedded in data 

processing agreements and service contracts, articulate duties related to data confidentiality, 

breach notification, encryption standards, and access controls (Hiyassat et al., 2022). In the context 

of the European Union, SCCs approved by the European Commission under the General Data 

Protection Regulation (GDPR) serve as essential tools for ensuring compliance with cross-border data 

transfer requirements. These clauses have legal force and are increasingly interpreted by courts and 

regulators as enforceable obligations, rather than optional best practices. In the United States, where 

data protection laws are more fragmented, SCCs are frequently customized to include terms on 

breach response, audit rights, and technical safeguards. Courts have begun to recognize these 

clauses as forming the basis of implied cybersecurity standards in contract disputes. The court 

examined whether the failure to follow industry-standard safeguards constituted a breach of 

contractual commitments, referencing language commonly found in SCCs (Haidar, 2021).  Similar 

developments can be seen in Australia and Canada, where SCCs are increasingly adopted in light 

of the global nature of data flows and the need for harmonized privacy protections. These clauses 

are often aligned with regulatory benchmarks, reinforcing their enforceability and legitimacy. 

However, drafting SCCs remains a challenge due to the evolving threat landscape, the complexity 

of IT supply chains, and the need to balance prescriptive language with operational flexibility. 

Despite these challenges, SCCs remain foundational to modern contract drafting in digital 

environments, as they provide the structural framework through which cybersecurity obligations are 

operationalized and enforced. Limitation of liability, exclusion, and indemnity clauses are central to 

cyber risk management in contractual agreements, functioning as mechanisms to allocate 

responsibility and cap exposure in the event of a breach or system failure. These clauses are 

particularly prevalent in contracts involving IT services, cloud computing, and data processing, 

where potential damages from cyber incidents can be substantial.  
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The enforceability of such clauses depends 

significantly on jurisdictional rules, judicial 

interpretation, and contextual factors, 

including the clarity of language and the 

relative bargaining power of the parties. In 

common law jurisdictions, courts often 

uphold limitation clauses provided they are 

not unconscionable or contrary to public 

policy. The Canadian Supreme Court 

upheld a limitation clause in an online 

service contract, emphasizing the need for 

clear notice and fairness. Similarly, U.S. 

courts have enforced indemnity provisions 

where the parties have expressly allocated 

risk, particularly when they reference data 

breaches or cyber events. However, 

ambiguity in wording or overly broad 

exclusions such as attempts to disclaim 

liability for gross negligence or statutory 

violations may render such clauses 

unenforceable, as observed in Aboy et al., 

(2022). In civil law systems, courts often take 

a stricter approach, particularly where 

liability limitations undermine mandatory 

obligations or consumer protection statutes. 

French and German courts, for example, 

have invalidated clauses that attempt to 

circumvent data protection duties 

enshrined in national legislation or the 

GDPR. Additionally, courts have 

demonstrated reluctance to enforce 

clauses that attempt to contractually waive 

cybersecurity duties owed under public law. The trend in both legal traditions suggests that while 

these clauses remain critical to contract drafting, their enforceability is conditional on precision, 

transparency, and compatibility with regulatory frameworks.   

Cyber insurance has emerged as a crucial component of contractual risk mitigation, offering a 

financial buffer against liabilities arising from data breaches, network outages, ransomware, and 

regulatory penalties. Increasingly, commercial contracts include provisions requiring one or both 

parties to maintain cyber liability insurance as a condition of performance, particularly in high-risk 

sectors such as finance, healthcare, and IT services (Abeyratne & Abeyratne, 2017). The integration 

of insurance requirements into contractual frameworks reflects a broader trend toward quantifying 

cyber risk and transferring exposure through formalized instruments. Scholars and practitioners note 

that the effectiveness of cyber insurance depends on the alignment between coverage terms and 

contractual obligations. Policies may cover first-party costs (e.g., forensic investigations, data 

restoration, notification expenses) and third-party claims (e.g., indemnities, litigation, regulatory 

fines), but exclusions often limit coverage for acts of war, insider threats, or known vulnerabilities. The 

insurer denied coverage based on the insured’s failure to comply with minimum cybersecurity 

standards, highlighting the need for coherence between policy warranties and contractual 

practices (Mahajan et al., 2022). From a legal drafting perspective, contracts frequently specify 

minimum policy limits, acceptable insurers, and notification protocols for cyber incidents. Some 

agreements also include subrogation clauses that allow one party to recover losses covered by 

insurance from the responsible counterparty. These provisions aim to integrate insurance into the 

broader framework of liability allocation and remediation. However, disputes still arise regarding 

double recovery, coverage gaps, and insurer recourse rights, particularly in multi-party arrangements 

(Magcamit, 2022).  

Figure 7: Structured Steps for Managing Contractual 

Cybersecurity Risks 
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The use of cyber insurance in contracts remains a developing area, influenced by market volatility, 

actuarial uncertainty, and evolving regulatory expectations. Nevertheless, its incorporation into risk 

management clauses underscores the shift toward holistic cyber-resilience strategies that extend 

beyond technical safeguards and into financial and legal contingencies. The use of external 

benchmarks such as ISO/IEC 27001, NIST Cybersecurity Framework, and COBIT is becoming 

increasingly prevalent in contract drafting, serving as objective standards for assessing cybersecurity 

performance and compliance. These frameworks provide a basis for defining contractual 

obligations with specificity, reducing ambiguity in enforcement and enabling measurable 

assessments of breach. Courts and arbitrators are more likely to uphold cybersecurity clauses when 

they are grounded in recognized standards rather than vague generalities, as seen in FTC v. 

Wyndham Worldwide Corp. (2015), where failure to implement industry-accepted safeguards was 

central to the breach determination. Contracts also address liability for subcontractors and third-

party vendors, who frequently access sensitive systems or handle personal data. Flow-down clauses 

are used to impose the same security obligations on subcontractors as those borne by the principal 

contractor, ensuring consistency in risk control across the supply chain. In high-stakes outsourcing 

arrangements, contracts often require written approval for subcontracting, along with audit rights 

and direct indemnity against subcontractor breaches. The Target Corp. data breach (2014) 

demonstrated the consequences of failing to manage vendor-related vulnerabilities, as attackers 

gained access through a third-party HVAC contractor, triggering extensive litigation over 

contractual duties and oversight failures (Shaverdian, 2019). Benchmarking clauses also serve as a 

dynamic tool for adjusting contractual obligations over time. Some contracts include provisions that 

tie performance standards to the latest version of ISO/NIST frameworks, effectively updating 

obligations in real time. However, this approach may introduce legal uncertainty, particularly if 

changes in the benchmarks materially alter the risk landscape or financial burdens of compliance. 

Overall, the integration of standards and subcontractor clauses reflects an evolution in contract 

drafting toward more granular, enforceable, and technically informed approaches to cyber risk 

allocation. These practices demonstrate how contractual architecture is adapting to reflect the 

systemic nature of cyber threats and the shared responsibility model required for effective resilience 

(Parella, 2021). 

Data Protection, Cybersecurity, and Commercial Law 

The intersection between data protection regulations and private contracts has become 

increasingly prominent in the wake of comprehensive frameworks such as the General Data 

Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA), and the Health 

Insurance Portability and Accountability Act (HIPAA). These statutes impose extensive obligations on 

data controllers and processors, which are often transposed into contractual clauses to ensure 

compliance and allocate liability (Shaverdian, 2019). The GDPR, for instance, mandates that data 

controllers use only processors providing “sufficient guarantees” to meet Article 28 obligations, 

effectively requiring specific contractual language governing data security, breach notification, 

and international transfers. Similar mandates are embedded in the CCPA, which compels businesses 

to delineate service provider roles and responsibilities contractually, particularly regarding consumer 

rights and data use restrictions. HIPAA, applicable to healthcare entities in the U.S., requires “business 

associate agreements” that mirror statutory duties around data security, access, and disclosure. 

These agreements function as hybrid regulatory-contractual instruments, with enforcement possible 

through both civil litigation and administrative penalties (Raul, 2021). The increasing complexity of 

these regimes has led organizations to adopt standard contractual clauses that reflect overlapping 

compliance and commercial duties. Courts and regulators have begun to interpret these hybrid 

clauses both as regulatory compliance tools and as enforceable contractual promises, exposing 

parties to dual liability in case of breach. This regulatory-contractual interplay can also create 

tension, particularly when statutory obligations exceed or contradict the negotiated terms of a 

contract. In some cases, parties attempt to limit liability contractually for regulatory violations a 

practice often invalidated by public policy or expressly prohibited under statutory frameworks. As 

such, the relationship between regulation and contract law is increasingly characterized by 

convergence, where compliance frameworks are embedded into private agreements and 

interpreted through both legal lenses.  Mandatory breach notification laws significantly influence 

contractual drafting and performance in digital service agreements. These regulatory requirements 

especially under the GDPR, CCPA, and U.S. state laws require prompt disclosure of data breaches 
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to regulators, affected individuals, and sometimes business partners. Under Article 33 of the GDPR, 

data controllers must notify supervisory authorities within 72 hours of becoming aware of a breach, 

while Article 34 governs notification to individuals when high risks to rights and freedoms are involved 

(Tschider, 2018).   

 

Similarly, the CCPA mandates “reasonable security procedures” and notification “without 

unreasonable delay”. These statutes have encouraged the insertion of parallel contractual terms 

requiring breach disclosures among contracting parties within similar or shorter timeframes. Contracts 

now routinely include breach notification provisions that specify timelines, information sharing 

protocols, cooperation obligations, and incident response coordination. For instance, cloud service 

contracts often stipulate a 24- to 48-hour notice period for security incidents, allowing clients to meet 

their own regulatory duties or mitigate harm (Nash, 2021). Contractual obligations were scrutinized 

to determine whether the acquiring party had conducted due diligence and responded 

appropriately under both contract and regulatory regimes. Courts have also considered breach 

notification failures as contributing to contractual breach claims, particularly where such omissions 

exacerbate damages or regulatory exposure. Regulatory timelines, however, do not always align 

neatly with contractual requirements, raising legal questions when parties meet their contractual 

deadlines but not statutory ones, or vice versa (Calliess & Baumgarten, 2020). Furthermore, in 

multinational arrangements, divergent notification laws necessitate contractual terms that are 

sufficiently adaptable to satisfy multiple regulatory jurisdictions simultaneously. Thus, regulatory 

breach notification obligations have become a central concern in contract design, driving 

convergence between public law mandates and private enforcement expectations. Administrative 

sanctions imposed under data protection laws often intersect with, and sometimes conflict with, civil 

liability claims arising from the same cyber incidents. Under the GDPR, authorities can impose fines 

of up to €20 million or 4% of global annual turnover for severe non-compliance, creating a parallel 

enforcement mechanism to private breach of contract or tort claims (Mishra et al., 2022).  

Similarly, HIPAA and CCPA allow regulatory bodies to impose civil monetary penalties for privacy 

violations, even when no contractual fault is established. These administrative sanctions, while distinct 

from judicial remedies, frequently rely on overlapping factual determinations, such as the presence 

of “reasonable security measures” or timely breach reporting (Mishra, 2019). This dual exposure raises 

complex legal questions. One concern is whether administrative findings can be used as evidence 

Figure 8: Key Intersections Between Regulation and Contract Law in Cybersecurity 
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in civil litigation. The Federal Trade Commission’s investigation and sanction for security lapses served 

as a foundation for private litigation under consumer protection laws and contract theory (Wylde et 

al., 2022). In some jurisdictions, regulatory penalties may be offset against damages awarded in civil 

court, while in others, they may be treated as cumulative, leading to substantial aggregate liability. 

Courts have also addressed the enforceability of contractual clauses attempting to limit liability for 

regulatory fines. An insurer denied coverage for a HIPAA penalty due to contractual 

misrepresentations by the insured, illustrating the interaction between regulatory sanctions and 

contract performance (Greenberg, 2019). Moreover, the threat of administrative fines may 

incentivize parties to resolve disputes contractually rather than risk regulatory scrutiny, a trend seen 

in pre-litigation settlements following high-profile breaches.  

Nonetheless, commercial parties often attempt to allocate or limit such responsibilities through 

express clauses, including disclaimers, indemnities, or jurisdictional exclusions. Courts, however, have 

shown a consistent reluctance to enforce contractual provisions that derogate from statutory 

protections, especially in consumer and data subject relationships. The tension between private 

autonomy and public regulation is further complicated by the influence of international agreements. 

Trade treaties such as the United States-Mexico-Canada Agreement (USMCA) and the EU-Japan 

Economic Partnership Agreement include provisions on digital trade, cross-border data flows, and 

cybersecurity cooperation (Sule et al., 2021). These agreements encourage harmonization of 

cybersecurity standards and promote mutual recognition of data protection frameworks, indirectly 

shaping domestic laws and contract enforcement. For example, the invalidation of the EU-U.S. 

Privacy Shield by the Court of Justice of the European Union in Schrems had immediate contractual 

repercussions, prompting companies to renegotiate data transfer agreements and adopt updated 

SCCs to maintain compliance (Srinivas et al., 2019). Moreover, transnational enforcement of digital 

contracts faces jurisdictional barriers, especially when contractual terms conflict with host country 

regulations or public policy exceptions under international private law. Choice-of-law and forum 

selection clauses in cyber contracts are frequently challenged in courts when they appear to 

circumvent data subject rights or impose unfavorable regulatory regimes (Chin & Zhao, 2022). This 

dynamic is evident in cloud service agreements, where data localization laws may prohibit transfer 

to jurisdictions deemed “inadequate” under GDPR or similar frameworks. Therefore, the interplay 

between statutory duties, contract terms, and international legal instruments reveals a multilayered 

enforcement environment where public law influences private contracting behavior, and vice versa. 

Legal coherence requires that contracts not only reflect regulatory expectations but also anticipate 

cross-border variances and potential legal conflicts (Malinowska, 2016).  

METHOD 

This systematic review was conducted in accordance with the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) 2020 guidelines (Page et al., 2021), ensuring 

transparency, replicability, and methodological rigor throughout the review process. The review 

aimed to synthesize current legal, regulatory, and doctrinal scholarship on the attribution of liability 

and enforcement of contractual obligations in cybercrime-related scenarios. Specifically, the review 

was designed to answer three core research questions: (1) What legal precedents define the 

boundaries of contractual liability in the context of cybercrime across different jurisdictions? (2) How 

do courts interpret risk mitigation mechanisms such as data security clauses, indemnities, and cyber 

insurance embedded in digital contracts? (3) What evidentiary, regulatory, and attribution 

challenges complicate the enforcement of contractual claims arising from cyber incidents? To 

address these questions, a structured search strategy was implemented across five major academic 

and legal databases: Scopus, Web of Science, HeinOnline, LexisNexis, and Google Scholar. The 

search focused on peer-reviewed journal articles, case law commentaries, legislative reports, and 

scholarly books published between 2000 and 2024. Search terms included combinations such as 

“cybercrime” AND “contractual liability,” “data breach” AND “indemnity clause” OR “force 

majeure,” “judicial precedent” AND “cybersecurity” AND “contract law,” “GDPR” OR “CCPA” OR 

“HIPAA” AND “contract enforcement,” and “cyber insurance” AND “risk allocation.”  
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Boolean operators and wildcards were 

customized for each database. In addition to 

database queries, backward and forward 

citation tracking (snowballing) was conducted 

to identify further eligible sources. Eligibility was 

determined using predefined inclusion and 

exclusion criteria. Studies were included if they 

were written in English, published between 2000 

and 2024, peer-reviewed, and addressed 

cybercrime-related issues in contract law, 

including judicial interpretations, legal 

doctrines, or risk governance frameworks. 

Excluded sources included non-legal or purely 

technical studies, unreviewed opinion pieces, 

conference posters, and non-substantive 

commentaries. The initial search yielded 273 

records. After de-duplication and title-abstract 

screening, 189 records were excluded for 

irrelevance or methodological insufficiency.  

Full-text reviews were conducted for the 

remaining articles, and 84 studies were 

ultimately selected for inclusion based on 

relevance to the research questions and 

adherence to methodological standards. All 

included articles were imported into Zotero for 

organization and analysis. Title and abstract 

screening were independently conducted by 

two reviewers to minimize selection bias. In 

cases of disagreement, consensus was reached 

through discussion or with the input of a third 

reviewer. The final list of sources was subjected 

to full-text review for detailed data extraction. A 

standardized data extraction form was used to 

collect relevant variables, including jurisdiction, 

contractual instrument, legal issue examined, 

and thematic relevance. Quality assessment 

was performed using adapted tools from the 

Critical Appraisal Skills Programme (CASP) and the Joanna Briggs Institute (JBI). Studies were 

evaluated based on clarity of legal reasoning, analytical robustness, and relevance to the 

systematic review’s objectives. The data extracted were analyzed using qualitative thematic 

synthesis. Given the legal and conceptual heterogeneity of the included studies ranging from 

doctrinal legal research to judicial case analyses and regulatory interpretations the synthesis focused 

on identifying recurrent legal themes, doctrinal conflicts, and interpretative trends. Themes were 

structured around the key components of the review, including legal precedents, judicial reasoning, 

risk allocation clauses, regulatory interfaces, evidentiary challenges, and liability attribution in cyber-

affected contracts. Comparative analysis was applied to highlight jurisdictional variations in 

interpretation and enforcement, with a particular focus on the United States, United Kingdom, 

European Union, Canada, and Australia. A PRISMA flow diagram documenting the stages of study 

selection (identification, screening, eligibility, and inclusion) was developed to visualize the review 

process and is available upon request. This systematic approach ensured that the review produced 

a comprehensive and reliable synthesis of how cybercrime affects the interpretation and 

enforcement of contractual obligations under varied legal frameworks.  

FINDINGS 

A key finding from the review is the emergence of a consistent judicial pattern recognizing 

contractual liability stemming from cybercrime incidents. Among the 84 reviewed articles, 32 

specifically examined court decisions across jurisdictions, collectively cited over 1,100 times. These 

Figure 9: Adapted Methdolody for this study 
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studies indicate that courts increasingly interpret failures in cybersecurity protocols as a breach of 

express or implied contractual terms. This evolution has been especially apparent in common law 

jurisdictions, where judicial discretion has been pivotal in extending traditional contract doctrines to 

accommodate digital harms. Courts have considered the failure to implement reasonable data 

security measures, lack of breach notification, or unauthorized third-party access as sufficient 

grounds for breach of contract claims. Notably, decisions from the United States, United Kingdom, 

Canada, and Australia illustrate a convergence around treating cybersecurity deficiencies as a 

failure of performance under data protection and service contracts. This judicial trend shows an 

incremental but clear incorporation of cybersecurity obligations into the core framework of 

commercial contract enforcement. The courts are also increasingly willing to evaluate whether 

entities adopted “reasonable” security measures, often interpreting this standard in light of prevailing 

industry practices. Importantly, case law from both civil and common law jurisdictions confirms that 

express data protection clauses are not the only basis for liability; instead, implied terms particularly 

around good faith and due care are regularly invoked in judgments. 

 

Figure 10: Systematic Review: Key Findings in Cyber-Contractual Liability 

 

 
 

The reviewed literature highlights a growing willingness by courts to allow claims to proceed to trial 

where digital vulnerability or operational negligence played a causal role in a contractual breach. 

These findings suggest a transition away from regarding cybercrime as purely a criminal or technical 

issue and toward its recognition as a contractual failure, thus creating enforceable legal 

consequences in civil courts. Another critical finding pertains to how risk allocation mechanisms in 

contracts such as limitation of liability clauses, indemnity provisions, and cyber insurance 

requirements are drafted, interpreted, and enforced in light of cyber incidents. This theme was 

covered in 27 of the reviewed articles, with a collective citation count exceeding 900. These articles 

indicate a widespread inclusion of risk allocation clauses in digital service agreements, particularly 

in cloud computing, financial services, and cross-border data processing contracts. However, the 

enforceability of these clauses varies significantly based on jurisdiction, clause specificity, and the 

factual matrix of each case. The review finds that limitation of liability clauses are generally upheld 

when they are specific, conspicuous, and not contrary to public interest. Courts have struck down 

broad or ambiguously worded exclusions, especially those that attempt to disclaim liability for gross 

negligence, statutory breaches, or systemic security failures. Indemnity clauses, in contrast, have 

been enforced more consistently, particularly when they include obligations to cover third-party 
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claims arising from security breaches. Contracts increasingly reference internationally recognized 

standards such as ISO 27001 and the NIST Cybersecurity Framework as benchmarks for expected 

performance, thereby giving courts a comparative reference when assessing contractual 

compliance.  

Cyber insurance has emerged as a parallel risk mitigation strategy frequently embedded into 

commercial contracts. Ten of the articles reviewed, with a combined 420 citations, explored the 

legal effect of cyber insurance provisions. The findings suggest that courts and arbitrators are treating 

these provisions not merely as financial buffers but as indicative of the parties’ risk perception and 

allocation intent. Yet, disputes over coverage scope, especially regarding exclusion clauses for 

nation-state attacks or failure to meet security warranties, remain common. These risk allocation 

tools, while helpful, do not eliminate liability but instead redistribute it, highlighting the need for 

precise and enforceable contract language. A third major finding addresses the persistent 

challenge of attribution in cyber breach litigation and the evidentiary burden borne by parties 

alleging contractual breach due to a cyberattack. This topic was addressed in 19 reviewed articles, 

cited collectively over 640 times. The literature demonstrates that attribution in cyber-related 

contract disputes remains elusive due to the inherent anonymity of digital environments, the use of 

obfuscation technologies, and the often-global nature of cyber incidents. Courts are frequently 

presented with complex forensic evidence that implicates multiple actors internal employees, third-

party vendors, malicious outsiders making the determination of fault a formidable legal task. Despite 

these challenges, there is an observable shift in how courts assess the burden of proof. Plaintiffs who 

can demonstrate failure by a contracting party to implement reasonable security protocols are 

increasingly successful in shifting the evidentiary burden to the defendant. This trend is particularly 

evident in jurisdictions where data protection statutes impose strict or semi-strict obligations on data 

custodians. In cases involving large-scale data breaches, plaintiffs have relied on circumstantial 

evidence and expert testimony to establish liability, especially when direct attribution is not feasible. 

Courts are generally receptive to such evidence, provided the claims are grounded in contract 

terms that either explicitly or implicitly encompass cybersecurity duties.  

Further complicating the litigation landscape are issues related to data spoliation, chain of custody, 

and the admissibility of digital evidence. Ten articles specifically explored these evidentiary 

dynamics, revealing how judges increasingly rely on expert witnesses and forensic methodologies to 

interpret breach timelines, access logs, and compliance records. The review reveals that while 

attribution remains a significant barrier, courts are adapting by focusing less on attacker identity and 

more on evaluating whether the contractual party met its procedural and operational 

responsibilities. This evolution indicates a gradual realignment of contract law to account for the 

unique evidentiary terrain of cybersecurity litigation. The review also identified significant overlap 

between regulatory compliance duties and private contractual obligations, especially in jurisdictions 

with comprehensive data protection frameworks such as the GDPR, HIPAA, and the CCPA. This 

theme was covered in 24 articles, collectively cited more than 800 times. These studies indicate that 

regulatory frameworks now heavily influence how contracts are drafted and enforced. Data 

processing agreements, service-level contracts, and third-party vendor agreements routinely 

incorporate regulatory language, including breach notification timelines, encryption standards, and 

cross-border transfer protocols. One of the major findings in this area is the contractual translation of 

statutory duties. Regulatory mandates such as the GDPR’s 72-hour breach notification requirement 

is being mirrored in contractual clauses between controllers and processors.  

Courts have begun treating these clauses as enforceable obligations in civil litigation, creating a 

scenario where failure to meet a regulatory timeline constitutes both a statutory violation and a 

contractual breach. This dual liability structure has led to a rise in hybrid claims, where parties seek 

remedies under both public and private law. Furthermore, administrative sanctions imposed by data 

protection authorities are being used as evidence of breach in contractual disputes, reinforcing the 

legal significance of regulatory findings. The findings also highlight tension between private 

contractual autonomy and non-derogable regulatory duties. In some cases, courts have invalidated 

clauses that attempt to limit liability for regulatory non-compliance or shift responsibilities in a manner 

contrary to statutory provisions. This has created a legal environment where data protection laws 

indirectly standardize cybersecurity expectations in contracts. Additionally, international 

agreements on digital trade and data governance are beginning to shape domestic contract 

enforcement, particularly in cross-border arrangements. These findings underscore the regulatory-
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contractual convergence that now defines the digital commercial landscape, where public 

compliance expectations are inseparable from private contractual performance. The final major 

finding centers on the fragmentation of liability across multi-party digital supply chains, where privity 

of contract is frequently absent, and legal accountability is diluted. This issue was explored in 18 

articles, which together amassed over 500 citations. These articles consistently describe how 

cybersecurity responsibilities are increasingly distributed among platforms, vendors, subcontractors, 

and service integrators, complicating enforcement when a cyber breach occurs. Contracts 

involving cloud services, SaaS platforms, and cross-border processors often feature nested liability 

structures, with “flow-down” clauses intended to extend security obligations throughout the supply 

chain. However, the review finds that these clauses are not always consistently enforced or even 

present.  

Courts have highlighted that failure to include clear subcontractor obligations can undermine a 

party’s ability to shift or share liability. This was especially evident in litigation following well-publicized 

breaches where access was gained through third-party vendors. When flow-down responsibilities are 

vague or absent, courts tend to place the burden on the contracting party to demonstrate that it 

exercised due diligence in managing its vendors. The lack of direct privity with the source of the 

breach remains a major barrier to recovery, often resulting in protracted multi-party litigation. Further 

complicating matters are the legal shields available to platforms, ISPs, and cloud service providers, 

particularly in the United States where Section 230 protections may apply. In other jurisdictions, such 

as the European Union, data controllers and processors are subject to joint liability under the GDPR, 

providing a more cohesive legal framework. Yet even in these systems, the practical challenge of 

enforcing cross-jurisdictional remedies persists. The reviewed literature concludes that without robust 

and enforceable contractual frameworks, responsibility for cyber failures can become legally 

indeterminate, leaving victims without effective recourse and responsible parties insulated from 

liability. This finding illustrates the urgent need for harmonized liability standards and clearer 

contractual language in digitally integrated commercial relationships.  

DISCUSSION 

The findings of this review affirm that judicial interpretation has significantly evolved to incorporate 

cybersecurity failures as actionable breaches of contract, thereby extending the applicability of 

traditional doctrines to digital contexts. Earlier studies, such as those by Burger (2020), suggested that 

courts were initially hesitant to impose liability in cybercrime-related contractual disputes due to the 

technical complexity and evidentiary challenges. However, this review shows a marked shift, 

particularly in common law jurisdictions, where courts now regularly evaluate whether contractual 

parties fulfilled their obligations to maintain reasonable cybersecurity controls. This trend confirms the 

trajectory forecasted by Burger (2020), who emphasized the judiciary’s growing role in defining 

“reasonable security” based on industry standards and emerging statutory duties. Moreover, the 

increased reliance on implied terms and doctrines such as good faith and due care to adjudicate 

cyber-induced breaches demonstrates that courts are not solely dependent on the presence of 

explicit cybersecurity clauses. These findings align with Mahmood et al. (2024), who noted the 

doctrinal flexibility of contract law to adapt to technological developments. Importantly, the review 

provides evidence that judicial recognition of cybersecurity obligations is no longer marginal but 

increasingly central to contract enforcement in data-driven industries.  This review confirms earlier 

academic concerns regarding the inconsistent enforcement of limitation of liability, indemnity, and 

exclusion clauses in cyber-related contracts. While Cheong et al. (2024) argued that these clauses 

are essential tools for risk distribution, the current review reveals that their enforceability hinges on 

specificity, clarity, and compatibility with public policy. For instance, courts are increasingly rejecting 

broad disclaimers that attempt to waive liability for gross negligence or regulatory non-compliance, 

echoing the findings of Smith and Dhillon (2020), who warned against overreliance on generic 

limitation clauses. The findings further support the argument by Braun (2025) that limitation clauses, 

unless tightly drafted, fail to shield entities from liability arising from systemic security failures. 

Moreover, this review adds nuance by highlighting how courts evaluate risk allocation mechanisms 

in light of evolving standards such as the NIST Cybersecurity Framework. These standards, previously 

discussed by Bardin (2025), now serve as legal benchmarks for assessing performance, indicating a 

convergence between technical norms and legal obligations.  

Furthermore, the increasing integration of cyber insurance as a contractual buffer supports the 

predictions made by Akter et al. (2022), although disputes over coverage and exclusions remain 
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common. Thus, while risk allocation clauses are foundational in cybercontractual governance, their 

legal utility is constrained by judicial scrutiny, regulatory overlays, and interpretive variation.  The 

problem of attribution remains one of the most significant unresolved issues in cybercontractual 

litigation. Earlier literature, including, emphasized the inherent difficulty of identifying cyberattack 

perpetrators, particularly in multi-party or state-sponsored scenarios. This review supports that 

assertion and further demonstrates that attribution gaps complicate not only criminal prosecution 

but also civil enforcement in contract law. Courts are increasingly willing to infer breach based on 

circumstantial evidence, forensic reports, or failure to adhere to best practices an approach aligned 

with the shift noted by Al-Emran et al. (2024). However, the legal threshold for proving causation and 

fault remains high, especially where third-party or subcontractor systems are implicated. These 

findings confirm the observations of , who noted that courts struggle to balance fairness and 

evidentiary rigor in cases involving ambiguous digital trails. Moreover, this review highlights how 

evidentiary burden-shifting and the admissibility of expert testimony are being utilized to mitigate 

attribution obstacles, resonating with the framework proposed by . Unlike earlier studies, however, 

the review identifies a trend toward courts emphasizing internal compliance such as adherence to 

contractual and regulatory security requirements over attacker identity. This shift represents a legal 

reframing of fault that prioritizes procedural accountability over direct attribution, a development 

with significant implications for contract drafting and enforcement strategy. The findings reinforce 

the centrality of digital forensics, evidentiary continuity, and procedural integrity in cybercontractual 

disputes.  

As previously suggested by Lahcen et al. (2020), digital evidence presents unique challenges related 

to authenticity, admissibility, and chain of custody. This review corroborates those challenges while 

demonstrating how courts and litigants are adapting through expert witness testimony, use of 

cryptographic validation, and incident response protocols. Moreover, consistent with the concerns 

raised by Haber et al. (2022), issues of spoliation and improper evidence preservation remain 

frequent grounds for evidentiary sanction or claim dismissal. The reviewed articles show that courts 

are increasingly applying adverse inference doctrines where critical logs or access records are 

missing or deliberately altered an enforcement trend. Furthermore, the use of concurrent expert 

testimony and joint technical reports, as discussed by Shukla et al. (2022), is gaining traction as a 

procedural tool to depoliticize forensic interpretations. This methodological shift supports broader 

procedural fairness and helps clarify the technical elements of contract performance and breach. 

Importantly, the findings extend earlier scholarship by showing how evidentiary rigor now functions 

as a form of substantive accountability in contractual litigation: parties who cannot document 

compliance with cybersecurity obligations may face legal liability, irrespective of direct fault. This 

reaffirms the dual function of digital evidence as both procedural requirement and substantive 

standard in cyber breach litigation.  One of the most significant insights from the review is the 

increasing fusion between regulatory compliance and contractual performance standards. Earlier 

scholars such as Truong et al. (2019) anticipated this convergence, and the present review confirms 

that it is now a defining feature of digital commercial law. Data protection statutes like the GDPR, 

CCPA, and HIPAA not only impose public law duties but are now explicitly embedded in contracts 

as enforceable obligations. This transformation is especially evident in breach notification clauses, 

encryption requirements, and cross-border data transfer provisions, which reflect statutory mandates 

as private law terms. The findings validate the claim made by Yeboah-Ofori and Islam (2019) that 

regulatory compliance is becoming an implicit term in commercial contracting. Moreover, 

administrative enforcement outcomes such as fines or breach findings by data protection authorities 

are increasingly referenced in civil litigation as indicators of contractual failure. This dual 

accountability framework was not fully envisioned in earlier studies but is now visible across multiple 

jurisdictions.  

Further, the review identifies judicial skepticism toward contractual attempts to waive or limit liability 

for statutory breaches, affirming the arguments advanced by Yeboah-Ofori and Islam (2019) that 

public law expectations set boundaries for private risk reallocation. The incorporation of international 

digital trade agreements also reinforces these findings, as cross-border enforcement increasingly 

depends on harmonized legal obligations. The regulatory-contractual interface is thus no longer 

ancillary but has become a primary mechanism of cyber risk governance. This review substantiates 

earlier claims about the fragmentation of legal responsibility in digital ecosystems, a theme explored 

by Wronka (2023). The rise of complex contractual chains involving cloud providers, SaaS vendors, 
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and data processors has created a diffusion of liability that undermines clear accountability in cyber 

incidents. The review confirms that while flow-down clauses are a common risk management tool, 

their practical enforcement is often hindered by vague language, lack of auditing mechanisms, and 

absence of privity. These structural weaknesses validate the concern raised by Ali et al. (2015) that 

risk cannot be effectively transferred downstream without robust contractual scaffolding. Moreover, 

courts continue to grapple with indirect liability claims, especially when the breach originates from 

a party not in direct contractual relationship with the plaintiff. In response, some jurisdictions, 

particularly under the GDPR, have adopted joint and several liability models to address systemic 

breaches a regulatory innovation not universally adopted but indicative of emerging trends (Musa 

et al., 2023).  

Additionally, the findings highlight the inconsistent application of liability shields for ISPs and platforms. 

While Section 230 protections in the U.S. provide broad immunity, they do not always extend to 

contractual contexts involving security failures. In contrast, the EU’s data protection regime imposes 

more integrated obligations on controllers and processors (Hameed et al., 2022). These jurisdictional 

disparities further complicate enforcement and underscore the need for harmonized contractual 

and statutory approaches. The findings reveal a cyber liability landscape defined not by isolated 

acts but by structural interdependence, fragmented enforcement, and growing legal pluralism 

(Tang & Liu, 2015). The overall synthesis of the findings demonstrates that cybercrime has not only 

disrupted technical infrastructures but also catalyzed a paradigm shift in contract law and digital risk 

governance. While earlier studies laid the theoretical groundwork for interpreting cyber risk as a 

contractual issue, this review confirms that such interpretations have now been operationalized in 

both case law and commercial practice. Contract law is no longer confined to performance of 

goods and services in physical environments it now encompasses obligations of digital care, breach 

mitigation, data protection, and procedural transparency. The findings also suggest a movement 

toward hybrid legal models that blend regulatory enforcement with contractual remedies, reshaping 

how fault and compliance are defined. This reflects the integrationist vision proposed by Hewa et al. 

(2021), who argued that governance in the digital age requires multi-modal enforcement 

frameworks. However, the review also exposes persistent doctrinal gaps, including attribution barriers, 

evidence limitations, and the erosion of privity in digital supply chains . These gaps suggest that while 

legal systems have made significant progress in adapting to cyber realities, challenges remain in 

translating complex technical failures into enforceable legal standards. Nevertheless, the findings 

highlight a growing coherence between public law duties and private contractual obligations, 

suggesting a maturing legal ecosystem where cyber risk is increasingly framed not just as a 

technological vulnerability, but as a matter of enforceable legal responsibility (Al-Farsi et al., 2021). 

CONCLUSION 

This systematic review reveals that the legal landscape surrounding cybercrime and contractual 

liability is undergoing a substantive transformation marked by judicial, regulatory, and contractual 

convergence. Courts across jurisdictions are increasingly recognizing failures in cybersecurity as 

actionable breaches of contractual obligations, even in the absence of explicit provisions, thereby 

expanding the interpretive scope of implied terms and duty of care. Risk allocation mechanisms such 

as limitation of liability, indemnity clauses, and cyber insurance are widely used but face varied 

enforcement depending on clarity, jurisdiction, and compatibility with public policy. Attribution of 

fault remains a persistent legal challenge due to the anonymized nature of cyberattacks and the 

complexity of digital ecosystems, yet courts are shifting toward evaluating procedural compliance 

and internal controls as proxies for fault. Evidentiary requirements have become more rigorous, with 

growing reliance on forensic tools, expert testimony, and data preservation protocols to support 

breach claims. Moreover, regulatory frameworks such as the GDPR, HIPAA, and CCPA are not only 

shaping compliance obligations but are also being integrated into private contracts, reinforcing the 

overlap between statutory duties and contractual performance. The fragmentation of liability in 

multi-party environments, particularly in cloud-based and cross-border arrangements, underscores 

the need for stronger flow-down obligations and harmonized standards. Overall, the findings suggest 

that cyber risk is no longer peripheral to contract law but is increasingly central to how performance, 

breach, and accountability are understood and enforced in the digital age. 
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